CAISI Integration Agency Privacy and Security Self Assessment

Agency Name: ______________________________________________

Agency Lead Contact Person: _________________________________

Telephone Number: ________________
Instructions: This form is meant to be a brief screen of an agency’s privacy and security approach. Please fill this out briefly, it is not expected that all agencies will have every criteria met. Responses can be used to stimulate dialogue and to help implement changes as required by the community of integrating agencies.

Personal Identiable Information: “personal identifiable information” means information about an identifiable individual.

	1.   Accountability for Personal Information (PII )
	Y/N/na
	Comments (optional)

	1.1 Is someone specifically accountable for privacy and/or information security
	
	

	1.2 Has there ever been a breach of privacy or security in respect of the kind of information that will be collected, used, and disclosed in CAISI?
	
	

	1.3 Is all PII  at this agency under the agency’s custody or control?
	 
	 

	1.4 Are written policies and protocols to safeguard PII and protect its privacy available?
	 
	 

	1.5 If third parties are involved, do you have a written agreement in place that establishes privacy requirements? 
	 
	 


	2.  Collection of PII 
	Y/N/na
	Comments (optional)

	2.1 Has the authority for collection of PII been clearly established by this agency?
	 
	 

	2.2 Is all PII collected by your agency directly related to an agency program or service?
	 
	 

	2.3 Is the collected PII collected directly from the individual?  If no, why not? 
	 
	 

	2.4 Have the purposes for which the PII is being collected by this agency been documented?

If yes, provide specifics.
	 
	 

	2.5 Is all PII collected necessary to achieve the agency’s objectives? 
	 
	 

	2.6 Does the agency plan include providing notice at the collection stage to identify the specific purposes for the collection, the authority for collecting, and a contact person for questions from affected persons?
	
	

	2.7 Are there secondary uses for the information collected?  If yes, describe them in the details column. 
	
	

	2.8 Is it planned that PII will be used or disclosed for a secondary purpose not previously identified? 
	
	

	2.9 Is it planned that information will be anonymized when used for planning, forecasting and/or evaluation purposes? 
	
	


	3.  Consent 
	Y/N/na
	Comments (optional)

	3.1 Is consent for collecting PII obtained directly from the individual?  If not, why not? 
	 
	 

	3.2 How is consent obtained?   
	 
	 

	3.3 Does consent require a positive action by an individual rather than being assumed as a default? 
	 
	 

	3.4 If yes to 3.1 is the consent clear and unambiguous? 
	 
	 

	3.5 Can an individual refuse to consent to the collection or use of PII for a secondary purpose, unless required by law? 
	
	

	3.6 Would the refusal of an individual to consent to the collection or use of PII for a secondary purpose disrupt the level of program service provided to the individual? 
	
	

	3.7 Are standards and mechanisms in place to ensure the recognition of persons authorized to make decisions on behalf of others (e.g. an incapable person)? If not why not? 
	
	

	3.8 Are there processes in place to manage consents received from patients and substitute decision makers
	
	


	4.   Use of PI
	Y/N/na
	Comments (optional)

	4.1 Will participation in CAISI integration result in PII being used in a new or different way?  If so, has the authority for that new or changed use been clearly established?
	 
	 

	4.2 Is PII used exclusively for the purposes for which the information was obtained or compiled? 
	 
	 

	4.3 Are the uses of the PII by this agency limited to what a reasonable person would consider appropriate in the circumstances? 
	 
	 

	4.4 Once CAISI integration is implemented, will PII provided through this integration be used for the same purposes for which the other organizations have disclosed it?  
	 
	 

	4.5   Does the agency collect health insurance numbers for the purpose of providing health care for agency clients? 
	 
	 

	4.7 Will PII be used for a purpose that was not previously identified by the agency? 
	
	


	5. Disclosure and Disposition of PI
	Y/N/na
	Comments (optional)

	5.1 Is PII disclosed only with the consent of the individual? 
	 
	 

	5.2 If PII is disclosed, but not with consent, has the specific legal authority for disclosure been identified? 
	 
	 

	5.3 Is the PII that is disclosed limited to the purpose of disclosure? 
	 
	 

	5.4 Is PII processed, disclosed or retained outside of Canada? 
	 
	 

	5.5 Has a schedule of retention and disposition for PII been established and documented?  
	 
	 


	6. Accuracy of PI
	Y/N/na
	Comments (optional)

	6.1 Are there processes in place to ensure that PII is kept accurate, complete and up-to-date? 
	 
	 

	6.2 Is a record kept of the source of the information used to make changes to PII? 
	 
	 

	6.3 Where applicable, is there a procedure, automatically or at the request of an individual, to provide notices of correction to third parties to whom PII has been previously disclosed? 
	 
	 

	6.4 Is a record kept with respect to requests for a review of errors or omissions & corrections or decisions not to correct? 
	 
	 

	6.5 In the agency, is there a clearly defined process by which an individual may access, assess and discuss or dispute record accuracy?  Please briefly describe the steps. 
	
	


	7. Safeguarding PI
	Y/N/na
	Comments (optional)

	7.1 Has a Threat Risk Assessment been completed for this agency? 
	 
	 

	7.2 Have security procedures for the collection, transmission, storage and disposal of PII, and access to it, been documented? 
	 
	 

	7.3 Are all agency staff trained in the requirements for protecting PII and are they aware of the relevant policies regarding breaches of security, confidentiality and privacy? 
	 
	 

	7.4 Does the agency have controls in place to grant authorization to modify (add, change or delete) PII in records? 
	 
	 

	7.5 Does the agency have practices in place that would allow access and changes to PII to be audited by date and time, by user, and by person whose PII is accessed or changed? 
	 
	 

	7.6 Are agency user accounts, access rights and security authorizations controlled by a system or record management process? 
	
	

	7.7 Are agency access rights only provided to users on a "need to know basis" consistent with the stated purposes for which the PII was collected? 
	
	

	7.8 Are security measures commensurate with the sensitivity of the information recorded? 
	
	

	7.9 Are there contingency plans and documented procedures in place to identify and respond to security breaches or disclosures of PII in error? 
	
	

	7.10 Is there a plan for quality assurance and audit programs to assess the ongoing state of the safeguards applicable to the system? 
	
	


	8.  Openness
	Y/N/na
	Provide Details

	8.1 Are the results of any privacy impact assessment or audit made available to the public, and if so, how? 
	 
	 

	8.2 Are there notices that explain to the public how personal information is managed and protected by this agency?
	 
	 

	8.3 Is there a clearly defined and easy process for individuals to access their PII and/or communicate with appropriate individuals with respect to policies and practices relating to management and protection of personal information? 
	 
	 


	9.  Individual’s Access to PI
	Y/N/na
	Comments (optional)

	9.1 Does your agency ensure that an individual can have access to his/her PII, including from all other applications that have received copies of the information? 
	 
	 

	9.2 Does your agency ensure that an individual has been notified that a correction to his/her PII has been made? 
	 
	 

	9.3 Does the agency ensure that all custodians and participants are aware of an individual’s right of access and the complaint process? 
	 
	 

	9.4 Are there documented procedures on how to initiate privacy requests or requests for the correction of PI? 
	 
	 


	10.  Challenging Compliance
	Y/N/na
	Comments (optional)

	10.1 Do complaint procedures for your agency change consistent with legislated requirements? 
	 
	 

	10.2 To improve information management practices and standards, has a procedure been established to log and periodically review the nature, frequency and resolution of complaints? 
	 
	 

	10.3 Are oversight and review mechanisms implemented or available to ensure accountability for protecting PII and privacy? 
	 
	 


Person completing Privacy Checklist:

____________________________________

                           signature
____________________________________

                    printed name

Date:  

__________________________

